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NISC in OT-hybrid model

Advantages

I OT realization from various models/assumptions

I Efficiency

I Malicious Security [Ishai-Kushilevitz-Ostrovsky-Prabhakaran-Sahai’88]
I Information-theoretical NISC for NC0 in OT-hybrid.
I NISC in OT-hybrid using black-box PRG.
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I NOT reusable secure.
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Theorem 1

There is no information-theoretic reusable NISC in rOT-hybrid model.

There is no reusable NISC for certain functionalities in rOT-hybrid
model with black-box simulation, assuming OWF.
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Our Results

Impossible to patch the protocol against malicious adversaries in
reusable settings, as we show...

Theorem 1

There is no information-theoretic reusable NISC in rOT-hybrid model.

There is no reusable NISC for certain functionalities in rOT-hybrid
model with black-box simulation, assuming OWF.

Expansive alternative:
Semi-honest NISC + reusable NIZK =⇒ reusable NISC.
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I Sender can prove (a1,b1,a2,b2, . . .) satisfies arithmetic constraints
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Our Results

I (!∃ IT rNISC/rOT) There is no information-theoretical reusable
NISC protocol in rOT-hybrid model.

I (IT rNISC/rOLE for arithmetic NC1) Information-theoretical
UC-secure reusable NISC protocol for any arithmetic NC1 circuit
or arithmetic branching program in rOLE-hybrid model.

I (IT rNIZK/rOLE) Information-theoretical UC-secure reusable
NIZK protocol in rOLE-hybrid model; O(1) calls per gate.

I Previous two + Garbled circuit → (rNISC/rOLE)
UC-secure reusable NISC for general circuits; IT secure against
sender; poly(λ ) calls per gate.

I (rOLE protocol from Paillier) UC-secure reusable 2-message
OLE protocol in CRS model; one-side IT secure; c.c. O(1) group
elements per call.
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